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Business Continuity and Disaster Recovery 

Policy
ThinkEquity Partners LLC (the "Firm") has adopted the Business Continuity Plan and Procedures and the IT Recovery Plan and Procedures (together, the “BCP”) to ensure 1.) the safety of its employees and guests, 2.) that the Firm can safely and promptly resume mission critical business operations, 3.) that the Firm can restore all other operations as soon as possible in case of an emergency or disaster affecting any of the Firm’s offices.

TEP has contracted with a vendor who monitors all on-site systems, and that vendor will initiate system re-starts/transfers or phone forwarding as needed. TEP clients generally communicate and work with one specific office location.  However, in the event that business in any one location is disrupted, clients may also contact any other location for assistance. The customer contact telephone numbers are listed here, and are also located on the firm’s website at www.thinkequity.com/about/contact.  


San Francisco
415-249-2900
Chicago
312-827-6300


Minneapolis

888-642-8292
Boston
464-778-9315


New York

212-468-7000

ThinkEquity Partners LLC is committed to ensuring the quick recovering of any of its offices or lines of business from a disruption or “crisis event”.  These events may take the form of a local service outage such as a power loss or a water leak.  Natural disasters such as earthquakes or hurricanes may either make an office unavailable for one or more days on a short term basis, or unavailable for such a period of time that the office will require relocation.

In order to provide for the recovery efforts, the Executive Committee has designated a Crisis Management Team (“CMT”), to consist at least of the Director of Operations, Chief Compliance Officer, a representative of IT, and one representative from each office location.  Other members may be appointed.  This team will be the primary contact for the office affected by the event and for the firm.

The CMT will meet via conference call when any one member is notified of an event.  The CMT will gather information, define the nature of the risks, determine the possible length of any office outage, and make a recommendation of an action plan to the Executive Committee through the Chief Operating Officer.  The Executive Committee, through the COO, will authorize the action plan, and the CMT will put the action plan into effect.

Overview:
The key features of the BCP include:

· a crisis management team to lead crisis management and recovery efforts;

· the involvement of senior management and pre-defined business continuity teams;

· a process to provide functionality of critical business applications within 24 hours;

· an IT strategy that involves multiple servers in different locations providing redundancy in-house and a back-up tape system for data and network servers;

· policies and procedures regarding alternate communication resources;

· policies and procedures for reestablishing contact with clients;

· multiple methods for communication with employees;

· distribution of the plan to all employees and service providers;

· training for all employees;

· periodic review of the plan and testing of the plan; and

· ongoing employee awareness of the plan and their roles in the case of an emergency.

Mission Critical Functions:

· Trading

· Sales
· Operations (trade allocation, new account opening, trade settlement, funds transfers)

· Accounting Functions (net capital reporting, payroll)

· Compliance

Secondary Functions:

· Investment Banking

· Research Analysis

· General Administration

· Human Resources

· Accounting Functions (not previously included)

A.
Geographically Distinct Backup Facility, Including a Geographically Diverse Staff

Because the Firm’s disaster recovery plan utilizes multiple servers in different offices, an Internet-based methodology and allows virtual access to most of its systems from any remote site, the Firm does not have a physical relocation site.  The firm does maintain duplicate functions in different sites of all critical business applications.



Function


Location

Trading


San Francisco, Minneapolis, New York

Institutional Sales

All locations


Wealth Management
San Francisco, New York


Research


All locations


Investment Banking

San Francisco, Minneapolis, New York, Chicago


Operations


San Francisco, Minneapolis


In the event of a disruption in an office, clients may contact any other office.  All customer accounts that do not clear to a third party (generally the firm’s institutional clients) are held at ADP Clearing & Outsourcing (“ADP”).  Any TEP office can place orders for client accounts, and can relay instructions to ADP with regard to client accounts and assets.

B.
Backup for Data and Network Servers

ThinkEquity Partners, LLC is comprised of 5 offices, geographically dispersed across the United States.  All key IT functions exist in at least two distinct offices.  This strategy allows ThinkEquity to resume operations quickly in the event an office experiences a disaster.  Email servers are located in San Francisco and in New York.  Should one server fail, the mail will be automatically routed to the remaining server.  Should both servers fail, the email archival vendor will queue the mail until servers are restored.  File servers are located in each office.  Data in Minneapolis and Chicago is routed to San Francisco, and data in Boston is routed to New York.  Servers in San Francisco and New York are backed up nightly onto tape, and tapes are sent offsite.  TEP uses an outside clearing firm, which hosts all the customer account related books and records off site, with adequate redundancy.
C.
Functionality of Critical and Secondary Business Applications 

In the event of an emergency in the San Francisco, Minneapolis or New York offices, activities associated with internal portfolio management, trading and operational support of trading will all proceed at the office not affected.  Sales functions are performed in all five (5) of the firm’s offices:  San Francisco, Minneapolis, Chicago, New York and Boston.  Accounting functions are only performed in San Francisco.  However, the finance/accounting applications required are internet based, therefore those functions may be performed from remote locations or an alternative office.

All other business functions are dependent upon access to the firm’s email, file servers and telephones.  All employees have access to VIOP internet access to both email and file servers.  The 5 ThinkEquity offices are connected to every other office in a full mesh site to site vpn configuration.  If any one office is disconnected, then all other offices will still be connected to any remaining offices.  Each office also has redundant internet connections, from 2 different internet service providers.  All offices are set to failover to the secondary connection (ISP) in the event of an internet outage. 
A third party vendor monitors all TEP offices and system functionality from a remote location.  Should any office of systems in an office fail, that vendor initiates a recovery process and transfer of functionality to another locate.
D.
Policies and Procedures Regarding Alternate Communication Resources


The Firm has by-pass telephone lines and fax lines that are available for use in the event of a disaster, including loss of electricity.  Certain key employees are also provided with company cell phones.  Employees equipped with Firm-issued cell phones are required to maintain the cell phone in working condition at all times so that they can be contacted and/or provide aid in the event of an emergency.


The Firm’s website provides customers with alternative contact information in the event that their office location is unavailable.  Additionally, the Wealth Management business provides this information to its customer’s in the new client welcome package.  These clients will also soon have electronic access through a website to account information and balances.

The Firm has established employee call trees for providing employee notification in case of an emergency.  Once notified, employees would be directed to the BRP Hotline (a toll free number) for daily updates as to the status of the event.  Once notified, employees would be directed to access the Firm’s “webmail” system for additional updates as to the status of the event.
F.
Policies and Procedures for Ensuring Client Access to Firm Services

The Firm has established a procedure through which telephone numbers of affected locations will be re-directed to another office.  The main incoming number of any affected location will have a voice mail message, announcing the emergency and providing alternate telephone numbers that may be used to reach other offices. The main incoming number of any affected location, when disrupted, will be forwarded by a third party vendor to another, designated Firm office.  Employee’s individual phone lines will be forwarded to another Firm number automatically as well.
G.
Distribution of the Plan to all Employees and Service Providers


In addition to being familiar with the BCP and understanding the applicable roles and responsibilities, the Firm requires that all staff members are vigilant regarding potential threats to the business and report any unusual conditions.  These conditions may include unauthorized visitors to our office space, unusual objects left in our space, problems with technology systems, odors or smoke.
H.
Training for all Employees and Ongoing Employee Awareness of the BCP and their Roles in Case of An Emergency


All staff members are responsible for:

1. reading and understanding the BCP;
2. keeping a current copy of the BCP at home and at frequently used, 
alternate locations;
3. maintaining a copy of the employee call tree; 
4. knowing where to report in the event of an emergency or disaster;
5. informing human resources of a change in home/cell phone number; and  
6. being familiar with all aspects of the BCP as it may relate to his/her specified role.

Each person within the organization plays an essential role in the BCP and in the firm’s ability to respond to an adverse condition or disaster.  All staff members are provided with a checklist of key tasks to be performed in an emergency and the roles played by all parties.  


The Firm has created and trained Recovery Teams that are responsible for responding during an IT disaster and has designated team leaders within each recovery team that are responsible for notifying other members of the team.

I.
Periodic Review of the Plan and Testing of the Plan


Due to the critical nature of the BCP, the Firm engages in periodic reviews.  All revisions are tracked and reviewed and all review dates are recorded and announced.  For IT related issues, the Firm requires that the Director of Operations be responsible for maintaining an annual schedule of all tests and reviews and all records of tests and reviews.  The result of the periodic review will be reported to the Chief Compliance Officer.  
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